SECRETARY OF STATE

WITHDRAWAL OF APPROVAL OF
DIEBOLD ELECTION SYSTEMS, INC.,
GEMS 1.18.24/AccuVote-TSX/AccuVote-OS
DRE & OPTICAL SCAN VOTING SYSTEM
AND CONDITIONAL RE-APPROVAL OF
USE OF DIEBOLD ELECTION SYSTEMS, INC.,
GEMS 1.18.24/AccuVote-TSX/AccuVote-OS
DRE & OPTICAL SCAN VOTING SYSTEM

Whereas, pursuant to Elections Code section 19201, no voting system, in whole or in part, may
be used unless it has received the approval of the Secretary of State; and

Whereas, Elections Code section 19222 requires that I, as Secretary of State for the State of
California, conduct periodic reviews of voting systems to determine if they are defective,
obsolete, or otherwise unacceptable; and

Whereas, at my inauguration as Secretary of State on January 8, 2007, 1 announced my intention
to conduct a top-to-bottom review of voting systems approved for use in California; and

Whereas, on March 22, 2007, 1 circulated for public comment draft criteria for a review of
voting systems approved for use in California, covering system security issues, access for voters
with disabilities, access for minority language voters, and usability for elections officials and poll
workers; and

Whereas, pursuant to my statutory obligations, 1 have undertaken such a review of voting
systems approved for use in California, including the Diebold Election Systems, Inc.,

GEMS 1.18.24/AccuVote-TSX/AccuVote-OS voting system, pursuant to a contract with the
Regents of the University of California and conducted by experts selected and supervised by
principal investigators from the computer science faculties of the Berkeley and Davis campuses,
to determine if the voting systems are defective, obsolete, or otherwise unacceptable for use in
the February 5, 2008, Presidential Primary Election and subsequent elections in California; and

Whereas, the study was completed on July 20, 2007, following which the expert reviewers
delivered their written reports on their findings and methodology; and




Whereas, the expert reviewers found that the quality of the 2002 Voting System Standards
(VSS) to which each of the three systems in their study were certified is inadequate, and noted
further that questions have been raised about the effectiveness of the testing; for example, Ciber,
Inc., a testing laboratory involved in testing of voting systems under the 2002 VSS, has been
denied interim accreditation for testing voting systems by the Federal Election Assistance
Commission after finding that Ciber “was not following its quality-control procedures and could
not document that it was conducting all the required tests”; and

Whereas, the expert reviewers demonstrated that the physical and technological security
mechanisms provided by the vendors for each of the voting systems analyzed were inadequate
to ensure accuracy and integrity of the election results and of the systems that provide those
results; and

Whereas, the cxpert reviewers reported that all of the voting systems studied contain serious
design flaws that have led directly to specific vulnerabilities, which attackers could exploit to
affect election outcomes; and

Whereas, the Diebold Source Code Review Team found that the Diebold software contains
vulnerabilities that could allow an attacker to install malicious software on voting machines and
on the election management system, which could cause votes to be recorded incorrectly or to be
miscounted, possibly altering election results; and

Whereas, the Diebold Source Code Review Team found that the Diebold system is susceptible to
computer viruses that propagate from voting machine to voting machine and even voting
machines to the election management system, which could allow an attacker with access to only
one voting unit or memory card to spread malicious code, between elections, to many, if not all,
of a county’s voting units; and

Whereas, the Diebold Source Code Review Team found that due to these shortcomings some
threats would be difficult, if not impossible, to remedy with election procedures; and

Whereas, the Diebold Source Code Review Team found that both the electronic and paper
records of the Diebold TSx direct recording electronic voting machine contain enough
information to compromise the secrecy of the ballot; and

Whereas, the Diebold Red Team that conducted penetration testing on the Diebold voting system
performed vulnerability scans of the Diebold voting system and discovered multiple
vulnerabilities; and

Whereas, the Diebold Red Team members, with access only to the Windows operating system
on the Diebold GEMS clection management server supplied by Diebold and without requiring
access to Diebold source code were able to access the Diebold voting system server software and
to corrupt the election management system database, which could result in manipulated voter
totals or the inability to read election results, rendering an election impossible to complete
clectronically; and




Whereas, without requiring access to Diebold source code, the Diebold Red Team members
gained “root access” to the voting system that allowed manipulation of every setting on the
networking devices and on the election management system server; and

Whereas, the Diebold Red Team members, without accessing Dicbold source code, were able to
violate the physical security of every aspect of the TSx direct recording electronic voting
machine under polling place conditions using tools found in a typical office; and

Whereas, the Diebold Red Team members identified attacks on the TSx direct recording
electronic voting machine that could allow a voter to delete all electronic records of ballots cast
up to the time of the attack, including backup records; and

Whereas, the Diebold Red Team found a simple attack that can put the AVPM voter verifiable
paper audit trail (VVPAT) printer out of service until the TSx unit is rebooted, using only tools
that can be found in a typical office, in which voters who were not aware that they should expect
a printed version of their ballot for review would not observe anything unusual, because the
attack also causes the TSx to stop issuing reminders to voters that they should verify the printed
record of their selections; and

Whereas, the Diebold Red Team members also found that the design of the AVPM VVPAT
printer enabled attacks on the printed records of voter’s ballots using a common household
substance that could covertly destroy the VVPAT records, particularly notable because the attack
(1) affects records printed before the attack is executed, (2) affects records printed after the
attack 1s executed, (3) does not affect the way records are displayed to voters as they are
produced — so as to avoid raising voter suspicion before the close of polls, (4) does not affect the
printer mechanisms or jam the printer - again, to avoid raising suspicion, (5) the impact of these
attacks is to make many of the VVPAT-printed records completely unreadable and most of them
barely or only partially readable, destroying records already printed by the VVPAT at the time of
the attack and potentially destroying all records produced throughout the rest of the day by that
particular VVPAT, and (6) the attack is particularly viable on the TSx because the design of the
VVPAT printer and the security casing for printed records allows the attack substance to linger
undetected inside the machine until the end of election day; neither subsequent voters nor poll
workers would know the attack had taken place until the printed records were removed at the end
of Election Day; and

Whereas, the impact (once discovered) of the household substance attack on the VVPAT is
highly visible, but when combined with an electronic attack that destroyed ballots, it could serve
to effectively nullify most - if not all — of the votes cast on a particular TSx unit; and

Whereas, the Dicbold Red Team members, without accessing Dicbold source code, gained
access to the election management server to manipulate and corrupt the election management
system database; and

Whereas, some of these attacks could be carried out in a manner that is not subject to detection
by audit, including review of software logs; and




Whereas, intellectual property is in any event notoriously difficult to protect against theft or
unauthorized access, voting system source code being no less vulnerable; and

Whereas, Diebold left source code for one of its direct recording electronic voting machines
unprotected on the Internet, from which it was downloaded and subsequently examined by many
people, including computer security experts and other computer scientists; and

Whereas, a Diebold direct recording electronic voting machine was offered for sale on eBay, the
Internet auction site; and

Whereas, tampering with optical scan equipment such as the Diebold AccuVote-OS precinct
scanner and the AccuVote-OS Central Count can be readily detected and corrected through hand
counting of the optical scan paper ballots marked and directly verified by voters; and

Whereas, voted and unvoted optical scan paper ballots can be secured through well-developed
and tested physical security policies and procedures; and

Whereas, tampering with direct recording electronic voting machines such as the TSx can be
difficult or impossible to detect, and is also difficult or impossible to correct through hand
counting of VVPAT records, particularly when combined with successful attacks on VVPAT
printing systems such as the AccuView Printer Module used with the TSx; and

Whereas, studies have shown that many voters do not review VVPAT records and that test
voters who do review VVPAT records do not detect many discrepancies that have been
intentionally introduced between selections shown on the paper record and selections shown on
the review screen of a direct recording electronic voting machine; and

Whereas, on July 30, 2007, a duly noticed public hearing was held to give interested persons an
opportunity to express their views regarding the review of various voting systems, including the
Diebold Election Systems, Inc., GEMS 1.18.24/AccuVote-TSX/AccuVote-OS voting system.
At this hearing, approximately 60 individuals testified. Many more submitted comments by
letter, facsimile transmission, and electronic mail; and

Whereas, pursuant to Elections Code section 19222, 1, as Secretary of State, am authorized to
withdraw approval previously granted of any voting system or part of a voting system if I
determine that voting system or any part of that voting system to be defective or otherwise
unacceptable; and

Whereas, 1 have reviewed the Diebold GEMS 1.18.24/AccuVote-TSX/AccuVote-OS voting
system and I have reviewed and considered several reports regarding the use of this voting
system; the public testimony presented at the duly noticed public hearing held on July 30, 2007;
and the comments submitted by letter, facsimile transmission, and electronic mail; and

Whereas, pursuant to Elections Code section 19222, six months’ notice must be given before
withdrawing approval previously granted of any voting system or part of a voting system unless




[, as Secretary of State, for good cause shown, make a determination that a shorter period is
necessary; and

Whereas, pursuant to Elections Code section 19222, any withdrawal by the Secretary of State of
the previous approval of a voting system or part of a voting system is not effective as to any
election conducted within six months of that withdrawal; now

Therefore, 1, Debra Bowen, Secretary of State for the State of California, find and
determine, pursuant to Division 19 of the Elections Code, as follows:

For the reasons set forth above, the Diebold Elections Systems, Inc., voting system,
comprised of GEMS software, version 1.18.24, AccuVote-TSX with AccuView Printer
Module and Ballot Station firmware version 4.6.4, AccuVote-OS (Model D) with firmware
version 1.96.6, AccuVote-OS Central Count with firmware version 2.0.12, AccuFeed, Vote
Card Encoder, version 1.3.2, Key Card Tool software, version 4.6.1, and VC Programmer
software, version 4.6.1, which was previously approved, is found and determined to be
defective or unacceptable and its certification and approval for use in subsequent elections
in California is immediately withdrawn, except as specifically provided below.

1 In order to provide accessible balloting to voters with disabilities in compliance with
HAVA, jurisdictions may use no more than one AccuVote-TSx per polling place on
Election Day. To protect voter privacy, jurisdictions are required to ensure that at least
five persons voluntarily cast their ballot on each such device over the course of Election
Day.

2, The AccuVote-TSx may be used in early voting prior to Election Day, subject to the
following restrictions:

e After the close of the polls each day of early voting, all voting equipment must be
secured against tampering and returned by jurisdiction elections employees for
storage in a jurisdiction facility that meets the security standards that apply to the
jurisdiction’s election headquarters;

e Early voting centers may only be staffed by jurisdiction elections employees;

¢ The jurisdiction must staff the early voting so that one employee is responsible solely
for monitoring the voting equipment to ensure no unauthorized access to the
equipment occurs;

* The jurisdiction must maintain a chain of custody log for each piece of equipment, in
which two or more jurisdiction employees record, verify and sign off on the public
counter numbers on the device, the integrity of the tamper-evident-seals and the serial
number of those seals at the opening and closing of the polls each day of early voting;

and
e The jurisdiction must conduct a 100% manual count of all votes cast on an AccuVote-
TSx.
8 The clections official must reset the encryption key used for all AccuVote-TSx units to

change the key from the factory default setting to a unique value for each election prior to
programming any units.
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